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A method and equipment for accessing a telecommunication 
network 

Background of the invention 

The present invention relates to a method and equipment for ac- 
cessing a networl< in a telecommunication system. 

The portion of mobile workforce with portable computers is growing 
all the time. These mobile users need to access their computer networks from 
multiple locations. Besides ordinary local area networks, wireless local area 
networks (WLANs) have entered the markets enabling wireless access to 
computer networks, WLANs provide the ease of use as no cables are needed. 
Typically WLANs use radio frequency technologies; however, it is also possi- 
ble to use e.g. Infra-red connections. As cellular telecommunication systems, 
WLANs provide wireless connectivity using cells, called microcells. WLAN ac- 
cess is provided with WLAN adapters, which are implemented as PC cards in 
portable computers, ISA or PCI cards in desktop computers or integrated 
within hand-held computers. 

There are many system settings involved when a terminal is ac- 
cessing a wired or a wireless network. Typically needed settings are: connec- 
tion method, dial-in settings, IP (Internet Protocol) settings and application set- 
tings. The connection method specifies the connection type, e.g. a direct net- 
work connection or a modem connection. Dial-in settings specify at least the 
access telephone number and dialing prefix, IP settings comprise the needed 
parameters for accessing IP networks, and application settings set the pa- 
rameters required by popular applications. There may also be settings identi- 
fying network resources such as printers, shared folders, and mapped network 
drives to be used from a particular location. Typically the settings need to be 
changed manually every time when the used network changes. 

Besides ordinary settings needed for accessing and using wired 
LANs, there are a number of WLAN specific settings that are different in vari- 
ous WLAN networks. WLAN users need to change network settings manually 
every time they want to access a different network. Many users are not familiar 
with different network settings and they may need to contact IT (Information 
Technology) support persons for help. This adds expenses and takes time. 
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Brief description of the invention 

The object of the invention is to facilitate the access to telecommu- 
nication networks for mobile users. The object of the invention is achieved with 
a method and a terminal which are characterized by what is disclosed in the 

5 independent claims. The preferred embodiments of the invention are set forth 
in the dependent claims. 

The invention is based on storing information sets describing set- 
tings needed to access networks and their resources. The terminal performs 
scanning in order to find out information about the available networks. Scan- 

10 ning means any kind of activity to find out available networks in the area of the 
terminal. The available information sets may then be determined by comparing 
the information about the available networks to the stored information sets. As 
the available information sets are determined, at least one network may be 
accessed based on the settings described in the available information sets. 

15 One advantage of the invention is that users do not need to know 

what settings are needed and how to change the settings when connecting to 
a network. The IT staff may collect needed settings under information sets and 
store settings for different networks beforehand. This saves time and ex- 
penses as less user intervention is needed when accessing a network. 

20 In a preferred embodiment of the invention, the network names are 

stored in the information sets. Network names may be any kind of identities 
that can be used to separate networks. In this embodiment the terminal per- 
forms the scanning by sending network identity requests and searching for 
network identity responses. The terminal then determines the available infor- 

25 mation sets by comparing the stored network names to the scanned informa- 
tion identifying the network names of the available networks. This preferred 
embodiment has the further advantage that the terminal can reliably determine 
the available networks and information sets, typically also the existing network 
names and identity requests may be used. 

30 In another preferred embodiment of the invention, the information 

sets are stored separately for each network on a smart card. Although in this 
embodiment the settings stored are network-specific, there may also be set- 
tings related to other networks. Network-specific means here mainly that the 
settings related to typically first accessed networks, for instance a wireless io- 

35 cal area network, are in separate information sets. The further advantages of 
this embodiment are that the usage of settings can be controlled by smart card 



access control methods and the information sets may be easily used in differ- 
ent mobile terminals. 

Yet in one embodiment of the invention the user is notified about 
the available information sets. The user is also provided with the opportunity to 
select one of the available infonnation sets or approve the available informa- 
tion set. At least one network is then accessed based on the settings defined 
In the information set the user has accepted. The further advantage of this 
embodiment is that the user has the chance of controlling the infonnation set 
selection. 

Brief description of the drawings 

In the following, the invention will be described in further detail by 
means of preferred embodiments and with reference to the accompanying 
drawings, in which 

Figure 1 is a block diagram showing a wireless local area network 
based on the IEEE 802.11 standard; 

Figure 2 Is a table illustrating the settings described in information 

sets; 

Figure 3 is a block diagram illustrating a smart card; 

Figure 4 is a signalling diagram illustrating the usage of information 

sets; 

Figure 5 is a block diagram illustrating a mobile station according to 
a preferred embodiment of the invention. 

Detailed description of the invention 

In a preferred embodiment the telecommunications network is as- 
sumed to be a wireless local area network based on the IEEE (Institute of 
Electrical and Electronics Engineers) 802.11 standard without limiting the in- 
vention to that kind of particular network. The invention can be used in any 
kind of telecommunications network where the user needs to change various 
settings when accessing different networks and network resources. 

In Figure 1 an example of a WLAN system based on the IEEE 
802.11 is shown. A mobile temiinal MS comprises terminal equipment TE, 
typically a portable computer, a WLAN adapter MT and according to a pre- 
ferred embodiment of the invention also a smart card SC. A \NLAH network 
NW1, NW2 comprises WLAN access points API, AP2, AP3 and AP4 providing 
the access for the MS to the wired network. 
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The 802.11 standard defines both the physical and nnedium access 
control protocols for communication over the air interface. The physical layer 
specification of the IEEE 802.11 encompasses three transmission options: one 
infrared option, direct sequence spread spectrum (DSSS) option, and fre- 
5 quency hopped spread spectrum (FHSS) option. Both spread spectrum tech- 
niques are used in the 2.4 GHz band because of wide availability in many 
countries. The IEEE 802.11 standard supports the DSSS for use with BPSK 
modulation at a 1 Mbps data rate, or QPSK modulation at a 2 Mbps data rate. 
The FHSS is supported under 802.11 with GFSK modulation and two hopping 

10 patterns with data rates of 1 Mbps and 2 Mbps. Also higher bit rates are ex- 
pected in the near future. 

The fundamental access method of the IEEE 802.11 MAC (Medium 
Access Control) is known as carrier sense multiple access with collision avoid- 
ance (CSMA/CA). The CSMA/CA works by a "listen before talk scheme". This 

15 means that a mobile terminal MS wishing to transmit must first sense the radio 
channel based on the received signal strength to determine if another terminal 
is transmitting. If the medium is not busy, the transmission may proceed. The 
CSMA/CA scheme implements a minimum time gap between frames from a 
given user. Once a frame has been sent from a given transmitting terminal 

20 MS, that terminal MS must wait until the time gap is up before trying to re- 
transmit. Once the time has passed, the terminal MS selects a random amount 
of time (called a backoff interval) to wait before "listening" again to verify a 
clear channel on which to transmit. If the channel is still busy, the following 
backoff interval is selected that is shorter than the first backoff interval. This 

25 process is repeated until the waiting time approaches zero and the terminal 
MS is allowed to transmit. It is possible to use acknowledged data transfer, i.e. 
after a data frame is received, an acknowledgement frame is sent back verify- 
ing a successful data transmission. 

WLAN mobile terminals MS may form an ad-hoc network simply by 

30 establishing a connection to another terminal. An ad-hoc network is a grouping 
of mobile stations for the purposes of internet-worked communications without 
the need of wired network infrastructure. An ad-hoc network forms a basic 
service set (BSS). Infrastructure networks are established to provide mobile 
temninals MS with specific services and range extension. Infrastructure net- 

35 works are established by creating connections between access points API -4 
and terminals MS. Access points API -4 provide network connectivity to MS, 



thus forming an extended service set (ESS). At a minimum, access points 
AP1-4 control the allocation of transmit times, receive, buffer, and transmit 
data between the mobile terminal MS and the wired parts of the network NW1 , 
NW2. A logical WI_AN network NW1, NW2 may comprise one or more sub- 
networks SN1 , SN2 and SN3. The sub-networks comprise a plurality of access 
points AP1-4. For instance, NW1 comprises two sub-networks SN1 and SN2, 
the sub-network SN1 comprises two access points AP1 and AP2 and the SN2 
comprises access point APS. A logical WLAN network NW1. NW2 may also 
provide gateway access to other networks ON, such as the Intemet, via a de- 
vice called portal PT1, PT2. The portal PT1, PT2 is a logical entity that speci- 
fies the integration point where the IEEE802.11 specific network NW1, NW2 
integrates with the non-IEEE802.11 network ON. Typically the WLAN network 
NW1 , NW2 also comprises other servers, such as a DHCP (Dynamic Host 
Configuration Protocol) server which allocates IP addresses in the network 
NW1. 

Security provisions are addressed in the standard as an optional 
feature. The data security is accomplished by an encryption technique known 
as the Wired Equivalent Privacy (WEP). WEP is based on protecting the 
transmitted data over the radio interface using an encryption key and an RC4 
encryption algorithm. The IEEE 802.1 1 standard recommends 40 bit encryp- 
tion keys but it also allows other key lengths. WEP, when enabled, only pro- 
tects the data packet infomiation and does not protect the physical layer 
header so that other mobile terminals in the network can listen to the control 
data needed to manage the network. However, the other mobile terminals 
cannot decrypt the data portions of the packet. 

Individual microcells of access points AP1-4 overlap to allow con- 
tinuous communication with wired parts of network NW1 , NW2. The mobile 
terminal iVIS may then connect to an access point with better signal strength 
as it moves to another geographic area. For more details on the IEEE802.11 
WLANs, reference is made to IEEE802.11 standards such as "Draft Interna- 
tional Standard ISO/IEC 8802-11 IEEE 802.1 1/D10, January 1999, Part 11: 
Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) 
Specifications". 

According to a preferred embodiment of the invention, the settings 
needed to access networks and different network resources are collected to- 
gether and stored as information sets in the mobile temiinal MS. Infonnation 
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sets advantageously comprise network names identifying networks belonging 
to the information sets. The information sets are advantageously determined 
separately for each network and they may be considered and called as pro- 
files. Information sets may comprise basically any kmd of settings needed to 
5 access the WLAN network NW1, NW2 in question and they may advanta- 
geously also comprise non-WLAN specific settings as illustrated in Figure 2. 
Besides the settings needed to access networks, the information sets may 
also comprise settings needed to access network resources enabling different 
services by the network. The terminal MS basically always uses some network 
10 resources when it accesses a network NW1. NW2, for instance the transmis- 
sion capability of the access point AP1 is used to transfer data to the portal 
PT1. Information sets are preferably determined for logically separate net- 
works. For instance, the NW1 and NW2 advantageously have their own infor- 
mation sets, 

15 The operation mode setting defines whether ad-hoc or infrastruc- 

ture modes may be used. There are advantageously different information sets 
for ad-hoc and infrastructure communications, that is, an information set with 
ad-hoc mentioned in operation mode setting will be used when connecting an- 
other terminal. The network name setting defines the network names that be- 

20 long to the information set. As the logical WLAN networks NW1, NW2 may be 
segmented into multiple sub-networks SN1-3, all sub-networks SN1-3 prefera- 
bly have their own network names. An infonnation set may thus comprise 
more than one wireless network name. If the used operation mode is infra- 
structure, the used network name is called ESSID (Extended Service Set 

26 Identifier) and if the used operation mode is ad-hoc, the network name is 
called BSSID (Basic Service Set Identifier). 

A network identifier may be stored in the network name setting to 
cover more than one network name. A network identifier advantageously con- 
tains wildcard characters, such as 7' and and by using wildcard characters 

30 it is possible to specify a group of network names. For this to work, every sub- 
network belonging to the same logical network should have a similar (not the 
same) name; for instance, the SN1 could have the network name NW1LAN1 
and the SN2 could have the network name NW1LAN2. The network name 
setting of the information set of the NW1 may then be NW1WLAN*. 

35 The channel settings define whether the operating radio channel is 

selected automatically or manually. The radio channel may be selected from a 
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set specific to the country where the terminal MS is used. For instance, in most 
European countries channels 1-13 may be used, whereas in the US and Can- 
ada channels 1-11 may be used. The first three settings marked with are 
essential and should be stored within each information set. The data rate set- 

5 ting may comprise information about the possible data rates, e.g. the network 
NW1 , NW2 may provide 2 Mbps data rate. Thus the terminal MS may use the 
data rate setting to select the network with the highest data rate. Security set- 
tings related to WEP preferably comprise key length, key mode, selected de- 
fault key and keys or information on the keys used for authentication and/or 

10 encryption. It is suggested that the keys should not be part of the information 
set; they can be stored elsewhere but the information set references them. 
Other WLAN specific settings may comprise radio-related parameters or any 
other settings that may be needed. Other settings may be for instance different 
settings mentioned in the IEEE 802,11 standard, such as the fragmentation 

15 threshold or the listening interval. 

Non-WLAN specific settings are not mandatory, but it is suggested 
that they be included especially in information sets for infrastructure communi- 
cations (operation mode is infrastructure). Typically the most important set- 
tings are DHCP settings, TCP/IP (Transport Control Protocol/Internet Protocol) 

20 settings and domain logon and work-group settings. DHCP settings define 
whether DHCP is used or not. TCP/IP settings comprise information about the 
used IP addresses, gateways, DNS (Domain Name System) servers and 
WINS (Windows Internet Naming Service) servers. Proxy settings specify the 
correct WWW (World Wide Web) browser settings. Domain logon and work- 

25 group settings may be needed to enable access to specific network services 
such as shared folders, email server, network printers, mapped network drives 
and Intranet pages. Also other kind of non-WLAN settings may be stored in 
the information sets. 

Some settings may be different for different sub-networks within a 

30 single information set. In this case an information set advantageously com- 
prises the network names of the sub-networks belonging to the information set 
and the information set -specific settings are stored separately for every sub- 
network. For instance, the authentication or encryption keys may be different 
for different sub-networks. When using the information in information sets, the 

35 MS may then choose a correct setting based on the network name that is 
used. 
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The information sets may be stored in files and they may be distrib- 
uted to users basically through any media. For instance, it is possible to 
download information sets from a WWW page or send the information sets by 
email. According to a preferred embodiment of the invention, the mobile termi- 
5 nal MS also comprises a smart card SC where the information sets are stored. 
The smart card Is preferably inserted in the MT, but it Is also possible to use 
the SC with a card reader of the TE. 

Figure 3 is a block diagram illustrating a smart card SC. The smart 
card SC is typically a credit-card sized plastic card comprising a microproces- 
10 sor. Also smaller smart cards may be used, such as the plug-in smart cards 
used in the GSM (Global System for Mobile communication) system for storing 
the SIM (Subscriber Identity Module). The surface of the smart card SC com- 
iij prises electric contacts that are used to power up the SC and to transfer con- 

]2 trol and data signals between the data bus DATA I/O and a card reader of a 

m 15 terminal, such as the MT. Thus data is transmitted between the smart card SC 
VI and the other parts of the terminal MS through the DATA I/O. 

3=^ A smart card controller CNTRL is arranged to control the functional- 

h: ity of the SC using the smart card memory SCMEM. Typically CNTRL func- 

tions based on a program code stored in a read-only memory ROM. Storage 
fy ~ 20 meniory EEPROM (Electrically Erasable Programmable Read-Only Memory) 
52 may be used to store infonnation that stays in the memory until it is re-stored. 

i;i Data related to information sets is advantageously stored in information set 

specific directories of the storage memory EEPROM. If the security keys are 
not part of the information sets, the keys are advantageously also stored on 
25 the smart card memory SCMEM. The random access memory RAM may be 
used for temporary data storage. The smart card SC also comprises a security 
logic SEC that takes care of security features of the SC, such as the check for 
personal identity number (PIN). In order to allow the usage of information sets 
stored in the smart card SC, at least the PIN check should be used. It is also 
30 possible to use other more sophisticated access control methods such as the 
check for finger prints. The terminal MS comprises means for using the smart 
card SC, especially means for reading the electric contact and writing to the 
storage memory EEPROM of the smart card SC. 

The IT staff may prepare needed the information sets for the users 
35 by storing the necessary settings for accessing WLAN and non-WLAN net- 
works on the smart card SC. The smart card SC is a very convenient and easy 
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way of using the information sets in different terminals MS and locations. A 
secure connection for a new user to the company networks may be easily and 
quickly arranged by giving him the smart card SC comprising the necessary 
information sets. The information sets (for instance of NW1 and NW2) can be 

5 shown to the user by the user interface (Ul) of the terminal MS. 

Figure 4 illustrates the access to a network utilizing the stored in- 
formation sets. As a user of the MS wishes to originate a connection to a lo- 
cally available network, the WI_AN functionality Is activated. In order to find out 
the information sets and networks that may be used in the current location 

10 area of the terminal MS, the MS performs a scanning of available networks. 
Scanning for access points AP1-4 as such is a basic functionality defined in 
the IEEE 802.11 standard, where the MS checks radio channels one-by-one 
by sending network identity requests (Probe requests) and searching for net- 
work identity responses (Probe responses). The MS sends Probe requests 

15 401, 402, 403 to local access points, for instance to AP1, AP2 and APS, and 
waits for Probe responses. For instance, the access points API and APS re- 
ceive the Probe requests 401, 40S and send back Probe responses compris- 
ing information of the access point 404, 405. Preferably the Probe responses 
404, 405 comprise network names of the sub-networks SN1-3 the access 

20 points AP1-4 belong to. 

According to a preferred embodiment of the invention, the MS uses 
the scanned information of the networks to determine which infonnatlon sets 
may be used 406. For instance, as the MS receives Probe responses 404, 405 
from the API and APS, it compares 406 the network names in the Probe re- 

25 sponses 404, 405 to the network names in the stored infonnation sets and 
finds out that sub-networks SN1 and SN2 are available. As the group of net- 
work names is advantageously specified (e.g. NW1I_AN*), the network names 
(NW1LAN1, NW1LAN2) belonging to the same information set can be easily 
found. Further, the information set of the SN1 is then fully available, as the 

30 network names of the SN1 (NW1LAN1) and SN2 (NW1LAN2) are found. If 
there are more than one access point (API, AP2) in a single sub-network 
(SN1), the MS may receive the same network name many times in separate 
Probe responses. Thus the terminal MS can reliably determine the available 
networks and information sets, typically also the existing network names and 

35 identity requests may be used. 



10 



As the terminal MS is aware of the available information sets, it 
preferably informs 407 the user of the MS about the available information sets. 
If there are more than one information set available, the user may be provided 
with the chance of selecting the information set to be used. Thus the user has 

5 the possibility to control the information set selection. The information set that 
is available and approved by the user will then be used and at least the WLAN 
network NW1, NW2 is accessed 408 using the settings stored within the se- 
lected information set However, fully automatic information set selection can 
also be used, that is, one of the available information sets is selected without 

10 any user intervention and the settings of the selected information set are used 
to access a network. The information sets may be prioritized to enable the fully 
automatic selection . 

The wireless connection to the WLAN network NW1, NW2 may be 
established using the WLAN specific settings of the selected information set 

15 and the connection to other networks or servers may be established using the 
non-WLAN-specific settings. The most important WLAN specific settings 
needed by the WLAN functionality of the terminal MS were illustrated in Figure 
2. The WLAN specific settings are related for establishing the wireless con- 
nection, that is, for accessing an access point AP1-4 and its resources. The 

20 non-WLAN specific settings are mainly used by the operation system of the 
MS for providing support for other applications of the terminal. The non-WLAN 
specific settings are often used to access different network resources, for in- 
. stance the DHCP server is accessed In order to obtain an IP address. The in- 
formation set functionality according to a preferred embodiment of the inven- 

25 tion takes care that the correct settings related to the WLAN connection estab- 
lishment and to the non-WLAN specific system are selected automatically ac- 
cording to the selected information set. For instance, the operation system 
specific system settings such as the TCP/IP settings are changed. The usage 
of the settings illustrated in Figure 2 to access networks and network re- 

30 sources is as such familiar to a man skilled in the art. 

Scanning is preferably carried out each time the user activates the 
WLAN functionality and wishes to access a network. However, it is also possi- 
ble to perform the scanning during an on-going connection e.g. periodically. In 
Figure 4 the operation mode was the infrastructure mode and scanning of ac- 

35 cess points was described. The scanning may as well be done for other termi- 
nals (ad-hoc mode) and the terminals at the area may send their identities. 
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The identities may then be compared to the stored information sets and the 
available information sets for ad-hoc mode may be used. Thus the accessed 
network may actually be another terminal and an ad-hoc network may be es- 
tablished. 

5 In addition to the example illustrated in Figure 4, the settings of the 

selected information set may also be used to access another network ON, for 
instance a corporate Intranet email server in another country. Thus it is possi- 
ble to access a first network by using first settings of an infonnation set and 
then use services of a second network using second settings of the Informa- 
10 tion set. 

The preferred embodiment of the invention enables easy access to 
WLAN network NW1, NW2 and also to other networks ON. When the informa- 
tion sets are pre-stored, the user of MS does not have to be aware of any net- 
work or system settings needed. In most cases the settings can also be 

15 changed without restarting the system. When the information sets are stored 
on the smart card SO, the IT staff can easily store and tailor all needed net- 
work and system settings for each user. The users may then easily change the 
used terminal just by inserting the smart card SC. The information sets may 
comprise all needed WLAN specific and non-WLAN specific settings e.g. to 

20 access a company database or an email server from the WLAN of a branch 
office located in another country. As the avaifable networks and information 
sets can be detected automatically, the user does not have to select the cor- 
rect information set, only if there are multiple information sets (networks) avail- 
able, the user may select the preferred information set (network). 

25 Figure 5 illustrates the functional blocks of a mobile terminal MS ac- 

cording to a preferred embodiment of the invention. The terminal MS com- 
prises a transceiver Tx/Rx with antennas to communicate with the networks 
NW1, NW2 and with other terminals, user interface means Ul, a control unit 
CPU, memory MEM and a smart card SC. The transceiver Tx/Rx may be typi- 

30 cal IEEE 802.11 compliant transmitting and receiving equipment for transmit- 
ting and receiving data over the radio interface. As already described the 
smart card comprises a memory SCMEM where the information sets may be 
advantageously stored as information sets. The memory of the terminal MS 
thus comprises two parts, a memory MEM and a smart card memory SCMEM. 

35 The user interface means Ul generally comprise a keyboard, a dis- 

play, a loudspeaker and a microphone, which are not presented in Figure 6. 
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With the user interface means Ul, the control unit CPU may show the available 
information sets to the subscriber (407) and the subscriber may then choose 
the information set to be used. By using the user interface means Ul, it is ad- 
vantageously possible to view and change the settings of stored information 
5 sets and give further instructions to the control unit CPU. According to an em- 
bodiment, the user may also form new information sets or modify already ex- 
isting information sets by using the user interface means UL 

The control unit CPU controls the inventive functions described ear- 
lier in connection with information sets. The CPU and the memory MEM, 
10 SCMEM provide memory means for storing the information sets advanta- 
geously on the smart card memory SCMEM using the smart card reader of the 
MS and the smart card controller CNTRL. The CPU is arranged to provide 
scanning means, i.e. to send Probe requests (401-403) and to receive Probe 
responses (404, 405) using the transceiver Tx/Rx. Further, the control unit 
15 CPU may be arranged to provide the determination means for determining 
available information sets by comparing names to the stored information sets 
(406). The access means, i.e. the access to network based on the settings in 
the selected infomiation set (408), is also arranged by the control unit CPU 
utilizing the transceiver Tx/Rx. All the inventive functionalities of the control 
20 unit CPU may be implemented by using the existing processors and memory 
MEM, SCMEM of the mobile terminals MS. It should be noted that the func- 
tional blocks of the MS illustrated in Figure 5 may be divided between the MT, 
TE and SC illustrated in Figure 1 . 

It is also possible to use the above described procedures related to 
25 information sets in multimode WLAN terminals that also comprise other mobile 
telecommunication functionalities, such as the GSM functionality. According to 
an embodiment, it is also possible to apply network access using information 
sets in equipment based on other kinds of wireless local area networking 
; techniques, for instance in Bluetooth, HiperLAN (High Performance Radio Lo- 
se cal Area Network) or BRAN (Broadband Radio Access Networks) equipment. 

It is obvious to those skilled in the art that as technology advances, 
the inventive concept can be implemented in many different ways. Therefore 
the invention and its embodiments are not limited to the above examples but 
may vary within the scope and spirit of the appended claims. 

35 



